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Analysis of RF Signal Anomaly Detection Performance Using Leaky
Integrate-and-Fire Neuron-Based Spiking-NN in Space Propagation Environments

S|

of o &' 8

ro
Mol

Ha-Kyung Lee' + Jung-Hoon Han’

2 o

=M E 5 A5 370 RF 33 A3 ol A £x29 oS w4 %th ESA 914 2 Eg tolHo
AT 4, 7&@1% AHL R F713 $4& FA S, LIF(leaky integrate-and-fire) 73 79 SNN(spiking neural
T o] LSTM % ID-CNN 23 vl atginy. A3 A3, 44 S4dA e 2d 7+ 4% o)zt 24
o} %73 W 35l7t AstE 45 SNN +27} Flscore 715 7H Y& A5 28126 %)s EH2H, LSTM(10.1

e A5 skt olgjdt A RF H3 2359 o) ZAE M3t 37 Wl

3

network)
OJ- 01- = Z

s L

%) ID-CNN(44.2 %) tj# S
gk 2o A4 FHAA T g

QA4S AAMEHH, LIF 78 7]k SNNo| H|E © F&(BER) ¥ 9 914 &4
A" Y] 28 7MY SGHE Y 244 o) A RS AAE

Abstract

This study evaluates the RF link anomaly detection under space propagation variations. Noise, signal loss, and interference were
progressively added to the European Space Agency (ESA) satellite telemetry data, and the performance of a Leaky Integrate-and-Fire
(LIF)-based spiking neural network (SNN) was compared with those of the long short-term memory (LSTM) and 1D-convolutional
neural network (CNN) models. While the performance differences were minimal under normal conditions, the SNN showed the smallest
Fl-score degradation (2.6 %) as environmental variations increased, outperforming LSTM (10.1 %) and 1D-CNN (44.2 %). These results
highlight the importance of robustness, and indicate that LIF-based SNN is effective for bit error rate (BER) management and operational
availability in satellite communication systems.
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Fig. 1. Membrane potential update and spike generation me-
chanism of LIF neuron.
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Table 1. Key structure and detailed parameters by models.

Model - onw LSTM ID-CNN
Features
FC+LIF 2-layer
Layer Neurons 1-layer LSTM Convld
Hlfiden/f.ilter 64 64 32 (Ist) — 64
dimension (2nd)
Feature Mean Last Global average
extraction firing rate hidden state pooling
. £: 009, Kernel: 3,
Deta.uled Firing Uni-directional Stride: 1,
settings .
threshold: 1.0 Padding: 1

LIF 7#¢] 4 (leaky) 54 A% 53} LE(LPF)2}
| 5}37, A +(integration) 74
& %_]}‘]31?‘ Als &40 ks olalelit) 3k A7t
714ke] w3l(fire) 7141 WA ko] 2E AHFORA, T
e At 7 ASeIAE AFA o1 1A 45 7]

F

SNN# B] W9 LSTM 2 ID-CNN9| A %= ¥ |
3} 7 E—E 2d2 10349 devED dolEE 128
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29¢ 49340

9 25 ¥ 19 g E 7o g AA " SNN9
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Fig. 2. LIF neuron-based SNN structure.
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Fig. 3. Comparison of Fl-score for different models under
propagation environment.
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Fig. 4. Comparison of Fl-score for different models under
clean and maximum degradation environments.

T8 Ag 34 Wet AskEeE B9l A At
S FEE Apo)E HYom, SNNS 3173 walrt A3l
Hale 474 87 o] Fl-scorel] Hsh7F AtA 02 A7
et WhH ID-CNN 292 hard interferencel] 4 A 5-¢]
F243] 748133, LSTM 292 dropouto] 43 87
A 5 A7t FFHSE et

19 48} ZFo] SNN> AU 45 AdtE 2.6 %E 715
&} LSTM(10.1 %)¢} 1D-CNN(44.2 %) thH] S8 ¢l 7
245 Btk ol MAIA9 LIF 74 34 52 7]
AEo] AA F&H A5 &4 FHAA F
ated, HlolE 9] BA&A S H24S AF 8ol
o FEdh we) 7|A| & e PEYS B8
JAE At Aot 34 wsle tig B

g

A
<
o
L.

29 45 A5 Pel TR Bolh bk
26 %2 M R A A )

254

(ot
oy

ofr
ol
=2
=
o
g

=

ox o 1 =

(availability) 5] 71912 % 9&-2 AHA
t}. o8& LIF 7+ 7]8F SNN 2 ¢
A 2124 9l RF B4 ol A7 122

= 7FsA e AA T

o o ot
= 38

4y b (9 ofp (2 x ox lo X Ay
%0

References

[11 Q. Li, X. S. Zhou, P. Lin, and S. Li, "Anomaly detection
and fault diagnosis technology of spacecraft based on
telemetry-mining," in 2010 3rd International Symposium on
Systems and Control in Aeronautics and Astronautics,
Harbin, Jun. 2010, pp. 233-236.

[2] A. Fejjari, A. Delavault, R. Camilleri, and G. Valentino, "A
review of anomaly detection in spacecraft telemetry data,"
Applied Sciences, vol. 15, no. 10, p. 5653, May 2025.

[3] S. Hochreiter, J. Schmidhuber, "Long short-term memory,"
Neural Computation, vol. 9, no. 8, pp. 1735- 1780, Nov.
1997.

[4] J. Chen, D. Pi, Z. Wu, X. Zhao, Y. Pan, and Q. Zhang,
"Imbalanced satellite telemetry data anomaly detection
model based on Bayesian LSTM," Acta Astronautica, vol.
180, pp. 232-242, Mar. 2021.

[5] W. Gerstner, W. M. Kistler, Spiking Neuron Models: Single
Neurons, Populations, Plasticity, Cambridge, Cambridge
University Press, 2002.

[6] European Space Agency, "ESA Anomaly Dataset," 2024.

[7] E. O. Neftci, H. Mostafa, and F. Zenke, "Surrogate gradient
learning in spiking neural networks: Bringing the power of
gradient-based optimization to spiking neural networks,"
IEEE Signal Processing Magazine, vol. 36, no. 6, pp.
51-63, Nov. 2019.



