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Abstract

This study proposed a cost-effective global positioning system (GPS) anti-jamming solution suitable for vessels. Domestic GPS inter-
ference signals are characterized by jamming attacks originating near the northern limit line (NLL) and are directed southward. In addi-
tion, the maritime environment is influenced by factors such as ship rolling and pitching, which can affect GPS signal reception. To
address these challenges, this paper presents a GPS anti-jamming design that utilizes shield configurations and hull attenuation properties
as alternatives to high-cost anti-jamming GPS systems. The measurement results for the nonreflective performance of the shield config-
uration showed a signal attenuation effect of approximately 29.42 dB. The attenuation effect could be further enhanced by exploiting
the attenuation characteristics of the hull. The number of visible satellites was maintained at 12~ 14, confirming that the satellite shield
configuration did not negatively affect satellite acquisition. Although the shielding performance was slightly lower than that of commer-
cial anti-jamming antennas, the cost efficiency was maximized by using low-cost aluminum enclosures and structural optimization. Field
trials conducted on a passenger vessel verified the anti-jamming effectiveness through a comparative analysis using the e-navigation
system (e-Nav.) of the ship and GPS plotter. Feedback from the shipping company further supported the practical applicability of the
proposed solution.
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Fig. 1. Conceptual diagram of anti-jamming GPS antenna
installation for ships.
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Fig. 2. Anti-jamming shielded enclosure for GPS antenna.



—

V. &Y GPS £FM HMA & 4T

oar

—_—

EMI 243 &3 849 A7) dxk, 4714 44, 1
HAL v A Fell 2A JEste, 7] A=
A7) 3k wAkshe FE ol 7kt o

Al
&ate] Aol 47 H-&517] of
Aal7] 18 dure] 7)€ FE2E
7b 3 gle AEE SRy AFAE o]

3% 3 AZE GPS el U4 AW A
e vehin A Ass datst] sl
7]

et

oo

P,L

Mooy
b

= M

b2

2 9
o T lo mju
4>v

o% fo i ofh

=

N

il'.

b

Bl

i

>~

>

oo

QL

2

£

ox

o

o

fe

Hr

P E

N R =0
w ol &R

L o2 £ o

1

]
N

oft
-

BN
oxl

ou, Aute] o5 Wl wE AA A Z3
o] gol g A4 & AHE-dhe]

= Hde] 1435tk

19 4= AT A9 A7 29E GPS Sl

Azl g 2 S4e S48 A8 49 @

Uehdich 492 Ao 27| 29 EY B47)E

ko] $L ToT A AAE 9] Fubabdol X =3 = ek

o]
_‘f‘_
2 WA 9 Eezg AL £ 9
fox]
AR
13
=

U
o\

PN

T 9%11:_%
ol =]
=

7%
o]

N ofo e )

B BAE A7) AR EMI(AA] ) A8 54
Table 1. Electrical conductivity and EMI (electromagnetic in-
terference) shielding characteristics by material.

Electrical
Material | conductivity of EMI shielding performance
materials (S/m)
Copper . | Excellent high-frequency EMI
(Cu) Approx. 5.96x10 shielding
Aluminum , | Lightweight and corrosion-resis-
(Al Approx. 3.30x10 tant, excellent EMI shielding
Effective for low-frequency mag-
,
Iron(Fe) | Approx. 1.00x10 netic shielding
Stainless Approx. 145107 Useq for .EM] shielding in
steel specific environments
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Fig. 3. Antl-jamming GPS antenna installed on a ship.
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Fig. 4. Measurement method for shielding effectiveness of
jamming signals.
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Table 2. Attenuation characteristics of anti-jamming GPS an-

tenna by reception angle.

At

Reception angle (relative attenuation value)
0° 45° 90°
Reception value | —80.93 dBm | —58.87 dBm | —51.51 dBm

S/A relative value | A 2942 dB | A 7.36 dB -

Full Partial Open
shielding shielding shielding

Category

Remark

Anti-jamming
GPS antenna
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Fig. 5. Measurement method for satellite acquisition of GPS
antenna.
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(a) Satellite acquisition with a standard GPS antenna
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Fig. 6. Comparison of satellite acquisition results for gps
antennas.
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Fig. 7. Comparison of anti-jamming performance of vessels
under real jamming signals.



g 9 2345 vepdth gAY SHUe dFE 22
H(@)E GPS7F ANA o2 F&sts ZAo=Z gld
9} A5H Holth@)9} e-Nav.(®)= GPS

A2
G AZY 8 A2 9 5}%}‘
o1 dA3] 1, 348 27

S 94 A5 A og B4 4

R
s AUE GRS GATY WAL AXHT, 4FS §
=2 Nl

O R
& 5 ASsAnh AvE 4Ry LAE AL
ME HE FX9 T A5 ST A3, oF 2942
dB ool AH A5 ¥ E3}E Folstdeh £ A
A F2E LS FH WA JTFS HAisE
Qe FEY A HASE T3l GPS A Y v &S =
FHo g AT F S A5k
Al A FeE 94 g5 AF A3, A FEv Y
Aot Ak GPS Srelvhet FARSE 9 12~14
o] S B B 5 T F 9o, o Bl A
gt Z97t 7hs e Eelstdnh ok, 5 wEke

oot
ol
ol
gy
rx
1=
2,
X
>
>
ol
>
faiec)
r—{o
oo
of\
2
>~
s
1o

X
hi v Tl
|22®l(e-Nav.)?} GPS EEE & g 4=

z

2

&

A &7k SIE AT FF AEH BUE Y%
g

7

2

9

oot

o 3“:
(i

B el g ARy EAZ A8 4%
0 A A N e AT, weld o)
R

%

bl

r-{mmﬁ%o{-nqo_&‘%zéﬁm
o2t
jin)
>

2 =

GPS ghelLbe] 37} 83 % Hed Abgol s
AR, £ ArdA AGS AN ST g
4475 88 7FsHel B Bold Aoz Budn

References

[1] Ministry of Science and ICT, "GPS signal jamming sit-
uation(as of May 31, 2024)," Sejong, Korea, May 2024.

Aule] A% AVE GPS AW e A7

[2] J. L Joo, C. S. Sin, J. H. Kim, J. H. Lee, S. H. Son, and
S. U. Lee, "Technical trends of monitoring GPS jam-
ming," Electronics and Telecommunications Trends, vol.
26, no. 4, pp. 115-121, Aug. 2011.
[3] D. W. Lim, "Case study of incidents by GPS interfer-
ences and trend for monitoring techniques," Current
Industrial and Technological Trends in Aerospace, vol.
11, no. 1, pp. 169-176, Jul. 2013.
[4] C. S. Shin, "Trends in GPS Jamming Countermeasure
Technology," TTA Journal Vol.149, pp. 92-99, Sep.
2013.
[5] K Y. Kim, "Analysis of Anti-Jamming Techniques for
Satellite Navigation Systems," The Journal of Korean
Institute of Communications and Information Sciences,
vol. 38C, no. 12, pp. 1216-1227, Dec. 2013.
[6] ANTCOM, Available: https://antcom.com/products/crpas
[7] P. Misra, P. Enge, Global Positioning System: Signals,
Measurements, and Performance, Ganga-Jamuna Press,
Lincoln, MA, pp. 20-45, 2001.
[8] THEicn, "North Korea GPS jamming prevention device
performance test initiated," 2024. Available: https:/www.
theicn.co.kr/news/articleView.html?idxno=1821
[9] D. A. Tonn, "Antennas in the maritime environment," in
Recent Trends in Naval Engineering Research, New
York, NY, Springer, 2021, pp. 223-256
[10] C. Afilipoaei, H. Teodorescu-Draghicescu, "A review
over electromagnetic shielding effectiveness of compo-
site materials," Proceedings of the 14th International
Conference on Interdisciplinarity in Engineering, vol.
63, no. 1, pp. 23-26, Dec. 2020.

[11] J. Rumble, CRC Handbook of Chemistry and Physics,
102nd ed. Boca Raton, FL, CRC Press, 2021.

[12] X. Li, L. Chen, Z. Lu, F. Wang, W. Liu, and W. Xiao,
et al., "Overview of jamming technology for satellite
navigation," Machines, vol. 11, no. 7, p. 768, Jul. 2023.

133



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 36, no. 2, February. 2025.

7oA A [EFEEAARIT R

https://orcid.org/0000-0002-1293-7971

2003 2¢: <
/\]—)

2007'd 8€: <latth
52

2017 8¥:
uhA))

20073 6¥ ~

oot AAkgskat (& st

2

1%

7 AAF (B

Al AL (o

WEEAARE

~&A; k=

e

g%
2t ZOt] RF, RF Power Amplifier, %52

ofr

[

/73]

o

ool

2

A d R @IS EAA

https://orcid.org/0009-0008-9789-2418

20059 2¥: AEUisty JRENF
(FAh
2021'd 8Y: TSt A A AAkeks (X
A7) AF8HA A}
20099 79 ~ A S EEAATNE
A A
- A [z BAS0H AR FESA, RF Y
2 2K, FA5AlL dolg 54

134

°of d F [F=EESTAAIAA T /]

https://orcid.org/0009-0006-7041-9001

g3} (F8Ah
20204 9Y ~
4 g
A Z0F]

[+
Ao Afe], RF(FAE

]

T

2020 2¥: St=sl S Sa HAAHEAl

A FARE AR

ol

ook

Az, YESHE B
A, gldlolg

T



