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Abstract

This paper proposes a non-contact technique for remotely detecting hardware Trojans (HTs) in field-programmable gate arrays
(FPGAs) using a 24 GHz FMCW radar. Unlike conventional proximity EM-probe methods, the approach analyzes intermodulation
components between the FPGA clock signal and the radar signal to identify spectral differences between the normal (Golden)
model and HT-inserted models. To enhance weak-signal detection, coherent integration across eight chirps is employed to improve
signal-to-noise ratio, after which the received signals are transformed into feature vectors via FFT and classified using an
RBF-kernel SVM. Experimental results demonstrate high performance, achieving an average detection rate of 98.5 % with a false

positive rate of 1.2 %.
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Fig. 1. Signal processing flow for hardware Trojan detection.
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Fig. 2. Comparison of coherent integration gain according to
the number of chirps (8 chirps (up)), single chirp
(down).
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Fig. 4. Confusion matrix of SVM classifier results.
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Fig. 5. 3D visualization of feature vectors using PCA.
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