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EM(Electromagnetic) fault injection requires finding parameters such as timing, intensity, and location to cause the intended fault.
Previously, iterative EM fault-injection experiments were conducted to determine the parameters that cause the intended error. However,
this is time consuming and requires the replacement of several target devices owing to permanent faults during the experiment. This
study identifies the location of vulnerable circuits from the EM emitted when the target algorithm is operating and analyzes their rela-
tionship with the EM fault injection. The proposed methods apply to three different attacker assumptions: differential analysis of the
EM intensity, correlation analysis of the power and EM, and correlation analysis of the EM and the intermediate value of the cipher.
In our validation, all the proposed methods consistently identified a specific region of the chip as the key location. The results of several
experiments in which the timing and intensity parameters of the actual EM fault injection are changed also indicate the vulnerability
of the same region, proving the validity of the proposed method. The methods proposed in this study are experimentally proven to
exclude at least 75% of the chip area from the EM fault injection location searches through experiments conducted on XMEGA128D4.
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Table 1. Chipwhisperer-lite main parameters.
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Fig. 4. EM fault injection pulse signal.
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Table 2. Definition of the protocol between the control PC
and the target.

Command Contents

UART communication and digital clock

1.
Setup manager (DCM) settings, etc.

2 Bootloader Porting a target algorithm to a chip with

Bootloader
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Fig. 5. Results of EM intensity difference analysis.
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Fig. 7. Correlation analysis results of EM traces and power
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Table 3. Fault injection results of each parameters.

Type Green/Yellow/Magenta/Red

(a) Left 55,496/130/5/369

(a) Right 65,874/3/48/75

(b) Left 72,223/2,385/88/304

(c) Right 119,886/17/80/17
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