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Abstract

As of July 2020, the United States’ Identification Friend or Foe Identifier (IFF) stopped operating the 40-year-old secrecy algorithm
Mode-4. Following its termination, Mode 5, which provides improved security performance, jamming response, and GPS location in-
formation, has been applied. Herein, we present the function design of the IFF system and the procedures, contents, and test results
related to the AIMS PO (Air traffic control radar Beacon system, identification friend or foe, Mark XII/XIIA, systems program office)
certification test for the IFF system within the CSR (coastal surveillance radar)-II system. The AIMS certification test, including the
stability and interface verification of the CSR-II system with a Mode 5 function, was performed, and the certification letter was received
from the US AIMS PO. We present the procedure and practical knowledge of the CSR-II mode 5 platform certification test for reducing
business risk when developing a weapon system using Mode 5 and present an excellent test case for platform certification acquisition.
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Table 1. The IFF antenna main specifications.

Electrical specification
Item Remark
SVA (CSR-II) LVA
V.SWR 1.5:1 or less Same as left
Polarization Vertical Same as left
Gain 19.0 dBi or higher 27 dBi or higher
BW 47° + 0.5° 24° + 0.5°
Az
l\gai‘ ~20 dB or less ~26 dB
SUM :
BW 25.5° £ 3° 10.0° + 3°
EL
Max. —15.0 dB or less Same as left
SL
A pattern that is at least 4 dB higher than the SUM pattern sidelobe
SLS Az Control in an area where the SUM pattern sidelobe is -30 dB or more Same as left
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Table 2. Interrogator specifications vs. requirements.

Item Required Spec. (M;rg[lirrgggt(?rm)
Anten:;e;;)mtlon O or OO RPM 15 RPM or less
Mode MrkX, MrkXII-A same as left
Max. range 90 NM Up to 331 NM
Max. target 0000 Target .in 360°
handling capacity 0000 targets 00O Target .1n 45°
000 Target in 3.5°
Range accuracy <00 m rms gégomrr;ofoi\/liif S
Range resolution | <OO m rms <00 m
Azimuth accuracy <000° <0.05°
Azimuth resolution <0° <000°
Pd >00 % >99 %
MTTR <O hr 00 hr
sj=roll A Aol wix g A Folch MEg A Az
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Table 3. The IFF MIP (mode interlace patterns).

Num MIP
1 Mode 1, Mode 3, Mode C
2 Mode 1, Mode 2, Mode C
3 | Super Mode (Numl+Num2+Mode 4)
4 | Super Mode (Numl+Num2+Mode 5)

Description

Normal mode 1

Normal mode 2

Super mode 1

Super mode 2
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Table 4. The response test code for interrogation.

Num Item Value
1 Range 25 NM
2 Mode 1 code 52
3 Mode 2 code 2,552
4 Mode 3/A 5,225
5 Mode C 20,000 ft
6 Mode 4 Simulator code settings
7 Mode 5 Test equipment settings

28 15, Slobd V15 BEW A@An
Fig. 15. The test results by the IFF function modes.
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Table 5. AIMS certification steps and contents.
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overall platform description

Step From/To Submission document
| Start DAPA— 1. Platform charter: Complete and submit basic information for certification contract, including
AIMS PO basic information about the platform, POC information, and test schedule
TPT DAPA— 1. Warranty letter and security measures (Korean/English) for each company participating in
2 request CFC— certification (overseas/domestic): To obtain approval for access to union cryptography
4 US DoD equipment and AIMS certification documents
1. Information needed prior to platform testing: A white paper that is required before performing
3 Dry- DAPA— platform certification and includes the purpose of use of Mode 5, required specifications, and

2. Dry-run report: 1202 test report equivalent to ground test
1. Platform technical data: Brief description of the platform
4 AIMS DAPA— 2. White paper: Technical description of the platform (software information)
test US AIMS PO | 3. 1202/1203 test report
4. 1203 log data set
5 AIMS DAPA— 1. Discrepancy letter responses (D/L): Action or explanation for D/L issued by AIMS PO re-
certification | US AIMS PO garding the results of this test
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2 18. TOD(time of day) ¥ zeroize 715 & GUI 39
Fig. 18. The GUI capture for TOD and zeroize function.
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Fig. 19. The review for shaded area of flight path.
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Fig. 20. The flight path for dry-run and AIMS 1203.
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Fig. 21. The self flight test configuration.
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[Direct connection test]

[Radiation test]

J8 22, AIMS 1202(A173A18) AlE HAE
Fig. 22. The configuration for AIMS 1202 (ground test).
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Fig. 23. The configuration for AIMS1203 (flight test).
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DoD International AIMS Program Office (PO)
Certification Letter
CL 2111905 ROK Navy GPS200K Ground Surveillance Radar

DoD International AIMS PO
Official Document

T8 24, sz ol okl AAl % AIMS 15A
Fig. 24. The US AIMS certification document for CSR-II.
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