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Abstract

In this study, we analyzed the deceptive jamming performance of a synthetic aperture radar (SAR). Four cases were considered:
(1) time synchronization between the SAR and the jammer, (2) the number of fast Fourier transform (FFT) points that the jammer
can use, (3) the minimum signal processing time of the jammer, and (4) the minimum feasible time interval in the jammer. To analyze
the effectiveness of each case, the satellite-borne SAR and jammer simulation environment were used. From the results, it was confirmed
that the four cases of jammer performance can affect the false SAR image quality, leading to the deterioration of its deceptive jamming
performance. Therefore, we suggest that an analysis of the ability of the jammer is necessary for implementing more sophisticated SAR
deceptive jamming signal processing.
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Fig. 1. Deceptive SAR jamming geometry.
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Table 1. Parameters of simulation.

Carrier frequency (f.) 9.65 GHz
Bandwidth 150 MHz

Pulse repetition frequency 5 kHz
Height 514 km

Lookangle 39.6°

Antenna elevation beamwidth 3°

Antenna azimuth beamwidth 0.37°

Velocity 7,050 m/s
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Table 2. SAR image quality parameters of a single point-
scatterer false target.

A single point-scatterer false target

Range Azimuth
PSLR —10.79 dB | —12.53 dB
ISLR —891 dB | —9.22 dB
Resolution 0.90 m 2.14 m
Position error rate 0.03 % 025 %
Aircraft false target
Entropy ‘ 11.93

P

tol

32 SAR - MM AIAE ZH AjZH ST

q
[e)

AACk = A1 AA e w2t & W, I8 5 ()9 2
J¥ r & 2% SAR A5

n

1 :
1
) ~——< g
-_——= 4
'
-In->) TTTT
1 2
J
) TS n
Jammer
%0-)) - @
|

(@ A% F713F Aue L
(a) Expected scenario

%’") halpmipmiort 2 %M) -5 B
%0-)) ITTT . %-)) hapuipuiorali 24

s g
!p-)) palpmimira #1 é\ !t-)) TT-T—T nu 4
I Jammer I Jammer
it-)) TTTT %’-)) ZTT”"—T"T o

(b) A% 718 25 © Ad 5715 &7

(b) Scenario with leading error (c) Scenario with lagging error
a8 5. SAR-AH 7+ AT F715}

Fig. 5. SAR-jammer time synchronization.



A AFIH SAR )T AR A% 87 24 24
AAAN Ak gty T}, AP AE S 93 B2 v 9] %, 20 %, 30 %21 0.06 s, 0.12 s, 0.18 s T A v 2] A7+
stedlo] AR Qs 17 5(b)k 2ol A e AT F F7137F Addl) & AAEAE A9 59 749 ¢
718} QA7 A, R vz wEA A7 AdES B EFAS EYeieH ole 19 6 ¥ & 33 2
T 75, AW (leading) F 713 L77F LA, 19 T3 A3 A 718 QA7 Skl wel A, A
x40 g4 Al dF= 71AA 2ok v IA R 1 A B R W s 2 SR LAt gqstE e =
| 5009k 2ol Avizt AP RT A A AAdE TS T AT ol AT A7 F713F LAb7t 519 240
3%, AA(lagging) &715F LF7F ¥ o] L& &9 & Aste =Z2(Doppler) T3 t &5 A gsl7] B+
Ao @A T2 FF= =t ol A (0l 7i(tiy) F o, 2% 49l W3 Ao 453 SAR Al LF o] et
I #EEe] glom, ¢ o wel A AlZFe] FAlE A Feot, ol 2 Qle e W] s =Tt ke 2
su(fit,) ol FIF FAlM MRS Fasjof g o PRI R Al Ao A 3 AdeR s 4
= FFAME A7 F7187F A 15,=06 slA 10 ©)°ll I3 A E Az AT SR B Ao
i B :
win s wnoems  Ces o den e ‘ e et
(@) 10 % AZH 5718E A9 257 (b) 10 % A7 F718h A O
(@) 10 % time synchronization lagging error (b) 10 % time synchronization leading error

01

0.08

Azimuth [km]
14 o <
Azimuth [km]

40

667.72  667.725  667.73  667.735 ’ ' 6677 667.75 667.8 667.85 667.72  667.725  667.73  667.735 ) 6677 667.75 667.5 66735
Slant range [km] Slant range [km] Slant range [km] Slant range [km]
(€) 20 % A17F §7138F AA o F (d) 20 % A7k F718F A& 27
(c) 20 % time synchronization lagging error (d) 20 % time synchronization leading error

Azimuth [km]

667.72  667.725  667.73  667.735 7.65 6677 667.75 667.8

667.72 667.725 667.73 667.735 : 667.65 6677 667.75 667.8
Slant range [km] Slant range [km] Slant range [km] Slant range [km]
(€) 30 % AT 713 AA 27 (0 30 % A7t E715F A 5%
(e) 30 % time synchronization lagging error (f) 30 % time synchronization leading error

O 6. A A7F 5718 Aol mE &9 4 JAEA A

Fig. 6. SAR deceptive jamming results with time synchronization errors.

40

151



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 33, no. 2, February. 2022.

# 3. Al

5713 93 A% A9 BH) 9 FL A5 AR

Table 3. SAR image quality parameters of false target with time synchronization error.

A single point-scatterer false target
10 % lagging 20 % lagging 30 % lagging 10 % leading 20 % leading 30 % leading
Range | Azimuth | Range | Azimuth | Range | Azimuth | Range | Azimuth | Range | Azimuth | Range | Azimuth
porp | 1061 | 1281 | 1045 | <1300 | ~1026 | ~13.10 | ~1086 | ~1280 | 1096 | ~1298 | ~11.09 | ~13.08
dB dB dB dB dB dB dB dB dB dB dB dB
ISLR (;;5 d9].346 51.361 3}563 51.343 d9].373 d8].396 d9}:)’42 d9;.301 957 dB d9].310 d9].367
Resolution | 0.90 m | 237 m [090 m | 266 m | 090 m | 303 m | 090 m | 237 m | 090 m | 2.66 m | 0.90 m | 3.03 m
ei‘;srmr‘;?e 003 % | 143 % | 0.03 % | 221 % | 003 % | 339 % | 0.03 % | 0.53 % | 003 % | 131 % | 0.03 % | 249 %
Aircraft false target
10 % lagging 20 % lagging 30 % lagging 10 % leading 20 % leading 30 % leading
Entropy 11.98 12.02 12.09 11.99 12.03 12.10
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Fig. 7. SAR deceptive jamming results with the number of FFT points.
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Table 4. SAR image quality parameters of false target with the number of FFT points.
A single point-scatterer false target
7,901 points 1,078 points 516 points
Range Azimuth Range Azimuth Range Azimuth
PSLR —10.79 dB —12.53 dB —10.79 dB —12.53 dB —10.77 dB —12.53 dB
ISLR —891 dB —9.22 dB —891 dB —9.22 dB —891 dB —9.23 dB
Resolution 0.90 m 2.14 m 0.90 m 2.14 m 0.90 m 2.14 m
Position error rate 0.03 % 025 % 0.03 % 025 % 0.03 % 025 %
Aircraft false target
7,901 points 1,078 points 516 points
Entropy 11.93 11.94 11.94
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Fig. 8. SAR deceptive jamming results with jammer’s minimum time delay.

154



EHAQ ATNH SAR 71F AL 9T 27 27 BA
5 AW AL AsAY 24 A7t wE 59 249 94 F2 AT AR
Table 5. SAR image quality parameters of false target with jammer’s minimum time delay.
A single point-scatterer false target
1 ns 10 ns 100 ns 1 us
Range Azimuth Range Azimuth Range Azimuth Range Azimuth
PSLR —1097 dB | —12.40 dB | —10.90 dB | —12.11 dB | —10.68 dB | —1245 dB | —9.79 dB | —11.51 dB
ISLR —764dB | 899 dB | —764dB | —893dB | —884 dB | —9.16dB | —8.17dB | —835 dB
Resolution 0.93 m 213 m 0.93 m 2.13 m 0.90 m 2.14 m 0.90 m 2.16 m
Position error rate 0.07 % 0.25 % 0.45 % 0.25 % 425 % 025 % 2.8 % 0.64 %
Aircraft false target
1 ns 10 ns 100 ns I ps
Entropy 11.88 11.87 11.94 12.00
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Slant range [lm]
(@) 0.01 ns HA A
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Fig. 9. SAR deceptive jamming results with the jammer’s minimum time interval.
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Table 6. SAR image quality parameters of false target with the jammer’s minimum time interval.

A single point-scatterer false target

0.01 ns 0.1 ns 1 ns
Range Azimuth Range Azimuth Range Azimuth
PSLR —10.81 dB —12.46 dB —10.94 dB —1245 dB —13.04 dB —12.51 dB
ISLR —893 dB —8.36 dB —8.99 dB —9.10 dB —8.83 dB —9.08 dB
Resolution 0.90 m 2.14 m 0.90 m 2.14 m 0.90 m 213 m
Position error rate 0.03 % 025 % 0.03 % 97.65 % 0.01 % 100 %
Aircraft false target
0.01 ns 0.1 ns I ns
Entropy 11.97 10.76 10.84
= AT T de ALE G old & =iolAe Ag g A7 A AU E SAR 1S WIZEE 33|
i A7 A HAE 001 ns, 0.1 ns, 1 ns, = A7HA] 73 A ZAE AFEA, A B AR F A AR U
TE Fol Alzdolids sstion, 19 9 3 % 63 of A stitk #a) 23}, 72l ek PSLR, ISLR, 3%
2 =B R Lap= AR B3 EAld 2A FEFA &
AlEdolA 8 A3} 001 ns 9 B, I 9 @)% 72 Sko v, W9l k] PSLR, ISLR, 83 3 A4 L2k
o] FE HF xA ] Fe7t 246 AP AL B F Ag, A 5713 24 vEo] mobdFE FATL s
Atk Z1Eu 0.0 ns, 1 ns®] -, W £ o] Fefjrt b sHAth ol= Wl o R 59 %49 =2y Tt
9 o 243 Ui X9 A & F ik ol T g Zo] A7 F713F Al 98 243 FAHA
T8 7 Ha AR A 0) gropol uhet e W 55te], SAR AleAe] FAolM 24 A A5l
Sz A HatE A A"l 243 whgsA] X A 2ok Aoz FA T Wl SAR 7] A Yo
70w Adtd A 549 A9 A AF EF A A SAR-AH 7+ Al 713t wAlE 519 EA ] e
Aoz 71E 58] ®A @R FHo] Las o3t 1o A 2 S Fe 24k ddEH, U9
wlow, 53] Wl Wake] 1A a7k AA B A wpako] oA} EAo] o Ao A7k 273 FAld] &
< 2 F Utk o] B3 vg 543 vV R A Al Saor & AOF oAHTH
2glo] & 9] 29 el ek A2l #M3tE SAR 4l A AW o] FFT XO1E 7H: A4 o] AAE 243 &
ol 23] WA X AR 2= AV 79010E A4 7S, QA 819 B59) 9 E4
R I 2 3% #A LS % 5 o0, 1 o3
FFT 2£21E 7§5<l 1,078, 51670 & AH&E Al, A SAR
2 =2 SAR 7% AT Sl A A Al AF o] A Qe Dol Aol BASHH, At A B
oA A Hste] mE 7T A 2A4S &9 2A S 319 A 50l A WFoE vt WAse s &<l
84, 94 2 48 B8 g8 v Add o & A9lm o A AL Yo AXE 2AS T
|3 F Aol th3k 519 24 9= SAR G Wl I Z3le FE FFT ZAE NG5 AHE 5 98 4
3 The, 4704 35 R 2 7] 249 SAR 719 A =43 89 74 ¥ A A AZATE =7}
e frEAs Bl A, ol Fok s SEahe FE 71T AW
AA SAR-AH 7 AJZE F718ke] A, A Al 2E e SAE 7IHENT] AMEof AJoko] A2 A0 7 FHe

156

-

an



2
-y
lo
kY

2 AEAY &7 AL AE Azo] %
AABADAEA ol BAH o2 AR Ha

2 to
2
X
fu
=
ol
_\|L
;L
l‘ll‘
>
tjo
ke
4
o J

3

A g ol 7m

FL ic-tﬂu/z o] 7} Az AAo] 3$) BH

A 3}7) o)k, w}aw Ao Ha NEHY 2T
7+ Az Wheko @ AwE SAR 7|9k AW 4rael o

R % aog %}w

of o] EerE &9 249 I F
ns¥ A5, A 7b 243 519

F 9o 0.1 ns, 1 ns & 7%, v &

o2 248 YHA & A

o A A7 A 7HA o] Wk

Aol G F= AR £ F

x
o
yug
=

>
mlo
e
o ¥
0,
o
A
o

fu
o
Q
do

= o i AR S R W P 52

TN
R n o mlo,or}i
roh oL off H o% mr S it

£ 30 4
> lo
131#
=
35&
e
ooox

=
i)

B
[
>
L
N
Y, rQ oft
P
i
tlo
N
~
2
[e3
L
sk
P
o
fu
i)
i
i,
o

oL rlo
E)
sy
>
[
o
Lo
x2, ofr

o o oy
a2

2L O oF do B
>
ol
-1
32
o
ED

2
1L
o
4
J -
3{_4‘
4
0,
rir
> H
>
[>
uiti)
lo,

i)
=
=
et
re
-
]
Jo
NS

2 oH,

r,

N }o[r

)

N

References

[1] M. Soumekh, Synthetic Aperture Radar Signal Processing
with MATLAB Algorithms, New York, NY, John Wiley
& Sons, 2005.

2] I. G. Cumming, F. H. Wong, Digital Processing of
Synthetic Aperture Radar, Norwood, MA, Artech House,
2005.

[3] M. J. Lee, N. H. Jeong, J. H. Choi, G. Lee, B. H. Ryu,
and K. T. Kim, "A study on performance of SAR change

Z34 AF9IA SAR 718 AN A% o7 24 BA

r-{u:

detection depending on co-registration condition," The
Journal of Korean Institute of Electromagnetic Engineering
and Science, vol. 32, no. 9, pp. 826-835, Sep. 2021.

[4] G. Lee, M. J. Lee, N. H. Jeong, J. H. Choi, and K. T.
Kim, "A study on the acceleration of a speckle reduction
algorithm using GPUs," The Journal of Korean Institute
of Electromagnetic Engineering and Science, vol. 32, no.
9, pp. 826-835, Sep. 2021.

[5] M. I. Lee, S. J. Lee, B. S. Kang, B. H. Ryu, B. K. Lim,
and T. B. Oh, et al., "Comparison of GMTI performance

using DPCA for various clutters," The Journal of Korean
Institute of Electromagnetic Engineering and Science,
vol. 2, no. 6, pp. 487-496, Jun. 2017.

[6] M. J. Lee, S. J. Lee, B. H. Ryu, B. G. Lim, and K. T.
Kim, "Reduction of false alarm rate in SAR-MTI based
on weighted kurtosis," IEEE Transactions on Geoscience
and Remote Sensing, vol. 59, no. 4, pp. 3122-3135, Apr.
2021.

[7] Y. Liu, W. Wang, X. Pan, D. Dai, and D. Feng, "A
frequency-domain three-stage algorithm for active
deception jamming against synthetic aperture radar," [ET
Radar, Sonar & Navigation, vol. 8, no. 6, pp. 639-646,
Jul. 2014.

[8] Y. Liu, W. Wang, X. Pan, Q. Fu, and G. Wang, "Inverse
omega-K algorithm for the electromagnetic deception of
synthetic aperture radar," IEEE Journal of Selected Topics
in Applied Earth Observations and Remote Sensing, vol.
9, no. 7, pp. 3037-3049, Apr. 2016.

[9] K. Yang, W. Ye, F. Ma, G. Li, and Q. Tong, "A large-
scene deceptive jamming method for space-borne sar
based on time-delay and frequency-shift with template
segmentation," Remote Sensing, vol. 12, no. 1, p. 53,
Dec. 2020.

[10] B. Zhao, L. Huang, J. Li, M. Liu, and J. Wang,
"Deceptive SAR jamming based on 1-bit sampling and
time-varying thresholds," [EEE Journal of Selected
Topics in Applied Earth Observations and Remote
Sensing, vol. 11, no. 3, pp. 939-950, Mar. 2018.

157



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 33, no. 2, February. 2022.

[11] F. Zhou, B. Zhao, M. Tao, X. Bai, B. Chen, and G.
Sun, "A large scene deceptive jamming method for
space-borne SAR,)" [IEEE Transactions on Geoscience
and Remote Sensing, vol. 51, no. 8, pp. 4486-4495,
Aug. 2013.

[12] J. C. Curlander, R. N. McDonough, Synthetic Aperture
Radar: System and Signal Processing, New York, NY,
John Wiley & Sons, 1991.

[13] B. Zhao, F. Zhou, M. L. Tao, Z. J. Zhang, and Z. Bao,
"Improved method for synthetic aperture radar scattered
wave deception jamming," [ET Radar Sonar &
Navigation, vol. 8, no. 8, pp. 971-976, Oct. 2014.

[14] L. Huang, C. X. Dong, Z. B. Shen, and G. Q. Zhao,
"The influence of rebound jamming on SAR GMTL"
IEEE Geoscience and Remote Sensing Letters, vol. 12,
no. 2, pp. 399-403, Feb. 2015.

[15] W. Q. Wang, J. Y. Cai, "A technique for jamming
bi-and multistatic SAR systems," IEEE Geoscience and
Remote Sensing Letters, vol. 4, no. 1, pp. 80-82, Jan.

°of 4 R [t/
https://orcid.org/0000-0002-1999-5242
2018'3 24: ofFthstal gt (TS

xh
g 2020 2¢: 3 At A7) F S
i

= 3 (FHA
= o S 29T WA
[+ %Fé!—ErO] SAR/ISAR g otk A%

A2

158

2007.

[16] X. H. Lin, P. G. Liu, and G. Y. Xue, "Fast generation
of SAR deceptive jamming signal based on inverse
range Doppler algorithm," in [ET International Radar
Conference 2013, Xi’an, Apr. 2013, pp. 1-4.

[17] Q. F. Liu, J. Dong, X. S. Wang, S. Q. Xing, and B.
Pang, "An efficient SAR jammer with direct radio fre-
quency processing(DRFP),"
netics Research, vol. 137, pp. 293-309, Feb. 2013.

[18] J. Goldsmith, C. Ramsay, D. Northcote, K. W. Barlee,
L. H. Crockett, and R. W. Stewart, "Control and visua-
lisation of a software defined radio system on the Xilinx
RFSoC platform using the PYNQ framework," [EEE
Access, vol. 8, pp. 129012-129031, Jul. 2020.

[19] Xilinx, Zyng UltraScale+ RESoC Data Sheet: Overview
DS889, San Jose, CA, Jul. 2018.

[20] Xilinx, Zynq UltraScale+ RFSoC RF Data Converter
2.0 PG269, San Jose, CA, Apr. 2018.

Progress in Electromag-

o] ¢l

8 [Z 33 s/t ]

https://orcid.org/0000-0001-7112-13318

2019 29 sty AxH )38
3 (F8Ah

2021 29 23
;1]_ (%Li‘sM% /\].)

20219 3¢ ~AA: 2y ey AR
71583} wkAbg

[ ZAIZ0}] SARISAR ©m#, #olth

F)sE A7) 2 e



I A 2 [LIGY 2 9/54 A9

o

https://orcid.org/0000-0002-6597-4039
20049 29: Y Azt (3

AH

2010 29: Addisty At (3
SH4 A}

2004 3~3A): LIGH 29 ARAATL 5
A+

[F BAE0H A EA A28, AW 7)

d > A
H M&S

A9 49 LGYAY/ALATY]

https://orcid.org/0000-0003-3704-1255
20158 29: Fehsty AAE ot

(&b

20179 29 FEH S Aokt (3
A2

20179~3A]: LIGH 29 AAAAF4 A
AdA7Y

[ BHEON A4 EA A2, RF $5

[
S
1%

EHAQ 1FS14 SAR 71T AYE S 8

ool A [LIG"“/\OJ/"’H ;%]
https://orcid.org/0000-0002-6634-9091
1993 249 o}F o) gt A&k} (33

AR
Q 20124 2: ofFh L A (T
- AAh
19939~8A: LIGY 29 A dta
Sk

CEERLNECERELEIEERY

https://orcid.org/0000-0003-1200-5282
= 10049 29 TN G ARG
3 (Feh

1996\ 29 E L) s AR 7] 28

# (A

19994 29 E3g et WA 758
7 (&

2002+ 39 ~2011d 29 st A

283 1L

2020Lﬂ 11%J~31XH Z}HIEH %HJ%%‘H%
[F ZAFOH doltt Als A ¥ A, gl xHl] ¥

[ LI s
e, dA71FAsY 2 RCS 54

159



