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Abstract

The risk of high power electromagnetic(HPEM) pulse exposure to the devices used in digital control system such as PLC(pro-
grammable logic controller) and communication cable is increasing. In this paper, two different frequency ranges HPEMs were exposed
to those control systems to assess the each vulnerability. The vulnerability of the EUTs exposed from HPEM were analyzed and com-
pared with a variation of distances and source power. As the EUTs were exposed to higher level of HPEM, the voltage and communi-
cation waveform of the control system had shown a distorted response. And the unshielded twisted pair(UTP) cable connected to the
EUTs showed operation failures with induced voltage. However, the foiled twisted pair(FTP) cable shielded the connected device
efficiently from the HPEM exposure. Therefore, the necessity of the protection measures against the vulnerability of HPEM exposure
for the digital control system used in power facilities and industrial site were verified.
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H 1. SI EMP A 7] AFSHEMP-MGP-120)
Table 1. Specification of SI EMP generator(EMP-MGP-120).

Contents Value Others
Input
Vollt)auge ~259 VvV Battery operation
Power Output 50 kV RMS deviation:
supply voltage <5 %(@max.
PRE <10 1z Battery ope.:ratlon
<30 min.
High Output 400 KV RMS deviation:
Voltage Voltage <10 %@max.

generator Type Marx generator -

rE/V ~0.5 -

Antenna .
Type |Fat dipole antenna -
Size
(LX) 46x34x17 cm -
System Weight <20 kg Case included
F >200 kV -

J8 2. S1 EMP 34 7](EMP-MGP-120)
Fig. 2. S1 EMP generator(EMP-MGP-120).

7ko] 0.5 ns®! SI EMP 247]19] 5 m Agold S48 3t
3 100709 Ha ks 29 30 YeRdeh A 4 m, 5m,
7 m, 10 mol| A S78% AR 22} 50 kV/im, 40 kV/m,
28 kV/m, 20 kV/mo|™ Q24gh 10 % olujolth.

2-3 S2 EMP 2+A47((500 MHz~2.75 GHyz)

S2 EMP %A 71¢] RdlH & EMP-TGP-250, -3}t 9

700
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T8 3. S1 EMP A 7] 33 (10070 9] 3+t 4h)
Fig. 3. SI EMP generator far-field waveform(avg. of 100
shot).

H 2. S2 EMP A 7] AFFHEMP-TGP-250)
Table 2. Specification of S2 EMP generator(EMP-TGP-250).

Contents Value Others
Output 700 V RMS deviation:
Power | voltage <5 Y%@max.
suppl ;
pply PRF <10 1z Battery op?ratlon
<30 min.
High Output RMS deviation:

>350 kV
voltage | voltage

generator Type

<10 %@max.

Tesla transformer -

Unipolar/Bipolar

pulse convertible
RMS deviation:
<20 Y%@max.

Waveform | Unipolar | Bipolar

Pulse Peak <340 <500
generation |  voltage kVp kVpp

Pulse
. <700 <800 FWHM
width 700 ps ps
BV 0.82 0.62 -
Antenna
Type TEM horn -
Size
(LWH) 90x23x20 cm -
i . troll t
System Weight <27 ke Gas controller no

included

tE >280 kV | >300 kV -




8 4. S2 EMP Y 71(EMP-TGP-250)
Fig. 4. S2 EMP generator(EMP-TGP-250).
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O 9. PLCY] EMP =% AF 17
Fig. 9. Photograph of PLC’s EMP exposure experiment.
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Fig. 11. PLC’s signal cable voltage waveform in case of
HPEM 20 kV/m exposure(S2).
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Fig. 12. PLC operation characteristics in case of HPEM 60
kV/m exposure(S2).
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Fig. 13. PLC’s signal cable voltage waveform in case of
HPEM 60 kV/m exposure(S2).

H 3. S2 EMP @Al 7]o] 2% PLC Z2AE
Table 3. PLC operation characteristics in case of S2 EMP
generator exposure.

LED h RS4 1
Power[kV/m] . C arge! . 5485 cable
. flicker discharge induced voltage
/ distance[m] .. .
circuit circuit [V]
15720 Normal Normal 15.2
20/ 15 Normal Normal 19.2
After malfunction,
30/ 10 Normal automatic return 234
(Temporary upset)
After malfunction,
60 /5 Normal | no automatic return 58.3
(Permanent upset)
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J& 14. HPEM 20 kV/m =% A] PLC §&E54(S1)
Fig. 14. PLC operation characteristics in case of HPEM 20
kV/m exposure(S1).

E 4. S1 EMP A7) =25 PLC T4
Table 4. PLC operation characteristics of S1 EMP gene-
rator exposure

Power[kV/m] ]TED Charge/discharge RS.485 cable
. flicker . induced
/Distance[m] . circuit
circuit voltage[V]
After malfunction,

20 / 10 Normal automatic return 68.8
(Temporary upset)
After malfunction,
automatic return 86.2

(Temporary upset)

40 /5 Off

[CHT] Max:38444V [CH2] Max: 14.834V [CH3] Max: 15816V [CH4] Max: 18484V
Min:-30.397V Min:-17.6V Min :-15.178V, Min:-15.113V

Rx*

Rx-
Tx*

CH1=20V/div CH3=20V/div
Time = 100 ns / div CH2=20V/div CH4 =20V/div

8 15, HPEM 20 kV/mell k=Z¥ PLCO 2l3AolE
TS (S

Fig. 15. PLC’s signal cable voltage waveform in case of
HPEM 20 kV/m exposure(S1).
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Fig. 16. Schematic view of LAN cable’s EMP exposure ex-
periment(distance: 4 m, 7 m).

T8 17. LAN Al°l&9] BMP =& 43 474
Fig. 17. Photograph of LAN cable’s EMP exposure expe-
riment.



# 5 EMP ZA7]d =Z¥ LAN AolE&9] T4/
Table 5. LAN cable operation characteristics in case of
EMP generator exposure.

EMP generator Results
Type Power[kV/m] Communication | Cable induced
/Distance[m] state voltage [V]
28/7 Normal 14.5
FTP St 50 /4 Normal 56.8
S2 75/ 4 Normal 52.0
S1 50 /4 | Speed down 92.7
UTP
S2 7514 Failed Failed
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Fig. 18. UTP cable communication speed in case of HPEM
50 kV/m exposure.
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Fig. 19. UTP cable voltage waveform in case of HPEM
50 kV/m exposure.
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