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A Study on SAR Jamming Using Single-Frequency Sine Wave
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Abstract

A synthetic aperture radar (SAR) is a system that uses moving radars to form images. SAR is widely employed, often utilizing
satellites as platforms, and has a significantly high utility, especially for military purposes. It exhibits notable advantages in target
detection and identification with the added benefit of minimal constraints related to time and weather. Therefore, research on SAR
jamming is crucial. Conventional SAR jamming techniques can be categorized into noise and deceptive jamming. Noise jamming
involves transmitting noise signals to lower the signal-to-noise ratio (SNR) of SAR images. Noise jamming spreads across the entire
image, resulting in poor energy efficiency. In contrast, deception jamming does not reveal the presence of a jammer and allows the
manipulation of the SAR image. However, the technological requirements of deception jamming are currently challenging for practical
applications. In this study, we propose a SAR jamming technique using a single-frequency sinusoidal waveform. The proposed method
reduces the utility of the SAR images by generating rectangular blocks within the images. Moreover, the proposed method can easily
generate transmission signals and offers excellent power efficiency.
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E 1. SAR AlEd oA &8 A%
Table 1. SAR simulation parameters.

Parameter Value
Carrier frequency, f. 10 GHz
Bandwidth, BW 50 MHz
Pulse width, 7, 5 us
PRF 4 kHz
CPI 05s
Height, % 550 km
Incidence angle, 6, 50 degrees
Velocity, v 7,000 m/s

SARimage

z

1000

2 &
]

n
2

Cross-Range [m]
n
g o
Cross-Range [m]

2
2

5
8

-1000 0 1000 -1000 0 1000
Range [m] Range [m]

@ 7,=5 us (b) 7, =4 us

SAR image SARimage

Cross-Range [m]
: 2 22
o 8 8 8

ross-Range [m]

C

A
2 g8 2
g8 8 8

-1000 0 1000 N -1000 0 1000
Range [m] Range [m]

(©) T,=3 us d 7,=2 us

8 4 A Ae Aold mE &5 94
Fig. 4. Block images depending on the length of jam-

ming signal.
= Auldlstn 1L Aol A (15)% 22 #AYdE & F
i
4
B = 1%y (15)

V)
e,
N
1)
4
ox
r_ﬁt
o
~N
2:3
3
24
ol
N
i
2
r q
ok
re
-4

790 T2 SAR FAelA &

= olHA 7;& SAR ¥

T 94 ddo8 443

< SARS| CPISF 7t

ol mhE B9 o]Fol 4 (12)¢] 2t
el

=
[e3

1o
i
g1
1o yo
il
N
oH
r>,
fol
1o,
A
o
fo
2
ol
X

= SAR 41 A% =
W Bw/2)el™ A Q] A= e dHe

a9 6°llA 2 A2 (cross-range)= o] The
(0=7,000 m/5)9 =¥ AIZH(»)e] 3} 2T &,
w9 Al A (16)F 2T

SARimage SARimage

g

2 o
g g
2 8

o
2
S

Cross-Range [m]
s n B
g8 8 o 8 8
i
8

Cross-Range [m]
o

P
2 g
S 8

1500

-1000 0 1000 A -1000 0 1000
Range [m] Range [m]

@ £,=(1/100)x BW  (b) f,=(1/3) x BW

SAR image

SARimage

a2
g 2
g 8

Cross-Range [m]
°

E
gz

-1000

1000

-1000 0 1000
Range [m]

d f,=BW

Range [m]

©) f;=(2/3) x BW

a8 5 AW e fol B BE G
Fig. 5. Block images depending on the jamming frequency
/5

829



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 34, no. 11, November. 2023.

SARimage SAR image

S &
g8 8

-
g

Cross-Range [m]
o
5

Cross-Range [m]
o

S
2

&
2

1000 0 1000 -1000 0 1000
Range [m] Range [m]

(@) —CPI/2<7<0 (b) 0 <7< CPI/2

SARimage SARimage

Cross-Range [m]
Cross-Range [m]

-1000 0 1000 A -1000 0 1000
Range [m] Range [m]

() —CPI/2 <7< CPI/A (d) —CPI/A< n< CPI/4

2B 6. AW NS SN Al BE 2F 9
Fig. 6. Block images depending on the transmission time
of the jamming signal.

v
Ba,, = E(’?f_ﬂs)

(16)
4714 9,8} 5, 247 AW AE] $A A% A2

FTE Aot

44 MM 2R

B Ao ME Ao o] w2 SAR FAIA B2
o Msks 5"“’5}@ A el A= Ak W9 EA
W I 4 A AT F9) A3 340 A9 3
T 7NAA
ARelA w9l )
AlEdeldol A T, SAR $41 Alisﬂr 7, zﬂug Z 3}
G 7 NgZe) duywy2), AW A5 £ AL
SARS| CPIS} 7t

45 24 MY

2 ol SAR 99 54 A2 Aaa Av A

830

SAR image SARimage

2 o
g 5

»
H

Cross-Range [m]
in
2

Cross-Range [m]
o

2
2

=
g

1000 ) ] 1000
Range [m] Range [m]

@ ;=0 (b) @; =—700

SARimage

SARimage

g - 2 8 2
P
- 2 g &

Cross-Range [m]
l rass-}(z\ngc [m]

1000 ) 1000 1000 0 1000
Range [m] Range [m]

() @; =700 (d) a; =1,400

J8 7. Ase] wel A e 55 g4

Fig. 7. Block images depending on the azimuth position
of the jammer.

o) WsHE Eal AR HHS b2 AEH oA
& FAR ABdolol AHEE BH ZUS e

2 AlEd el A e 42 7] 91
A A

400

300 ”
|

100 -

Azimuth (m)

-100 ~

L

-400 -300 -200 -100 0 100 200 300
Range (m)

LI

Fig. 8. Point scatterer model.



IHYE o
e 2249 929 4 (198 1EAS W £, 20
[e)

MHE 23 5 it v %

(13), 4 (14) = 4 ( 6 LS

<011 sl $AIS 0 & A

3 7H g ke A & < Sl oln) Ave 4
FAl vkl 7P ET

& Aol AlEd oA

5

Ao dole 1 us2 AT & Uk AW F

fr

il

HN‘ =

%9) )

Ade 19 9~19 1< 53 &

=2
Ttk FAACR 9 9= AT Aot fle A

| ol
A 19 8¢ £49) SAR GAelw] 1Y 102 ¥ 29 3}
SAR image .
400
— 300 -10
E) 200
]
2 100 20
-1
20
% -30
E -100
© 200 40
-300
-50
-400 200 0 200 400
Range [m]
J8 9. Aol §le S A ] SAR 974 oA

Fig. 9.

Cross-Range [m]

a8 10.

Fig.

10.

The example of SAR image without the proposed
jamming.

SAR image
. 0
400 ¥ :
300 10
200 §
100 -20
0
-30
-100
-200 40
-300
-50

-400 -200 0 200 400
Range [m]

Aol = 49 SAR G ellAl
The example of SAR image with the proposed
jamming.

o Fak A 7 SAR AT 71 #E AT

SAR image
0
400
—_ -10
g
‘:‘350
g0 20
= 300
~
2 250 30
5
200 -40
150 -50
-400 -300 -200
Range [m]

J8 1. Adel e B740M9 24 ) SAR 474
Fig. 11. The enlarged SAR image with the proposed jam-

ming.
B2 AW AT A A%
Table 2. Jamming signal parameters.
Parameter Value
Carrier frequency, f, 10 GHz
Pulse width, 7} 1 us
Jamming frequency, f; 20 MHz
CPI 006 s <7<0.11s
I EE Foll P4 Aol 2FE SAR FAelth o
71M & EmEellA AAE A Ao sEuHE Fel
SAR 9439 B S170] JAsA B5e] FHPS L
F Qh PASOE 1Y 1S B50] 348 992 3
W ggolth 19 1€ Fal B2 EAvt 249 @
A Ee AE olgeE Fre s gAY 5 stk
V.2 B
B =R ML By Fuke AdE £408) SAR 9

4o B2 JYFOEHA SAR G4 BEES BEE
A 7S 2Rk At ZTHE A NS A
WA Zese BA43E gone tene A9 18
o] o} $4Eh B3 B =RoAE ABHES B
a =59 4719 A5 SR w11 et
¢ zoH o] AW E L30T o 22 285
£ /M AR JlgEd



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 34, no. 11, November. 2023.

References

[1] I. G. Cumming, F. H. Wong, Digital Processing of Syn-
thetic Aperture Radar Data: Algorithms and Implementa-
tion, Norwood, MA, Artech House, 2005.

[2] M. Soumekh, Synthetic Aperture Radar Signal Processing
with MATLAB Algorithms, New York, NY, John Wiley
& Sons, 1999.

[3] A. Moreira, P. Prats-Iraola, M. Younis, G. Krieger, I.
Hajnsek, and K. P. Papathanassiou, "A tutorial on syn-
thetic aperture radar," IEEE Geoscience and Remote Sen-
sing Magazine, vol. 1, no. 1, pp. 6-43, Mar. 2013.

[4] H. Y. Lee, "Investigation of SAR systems, technologies
and application fields by a statistical analysis of SAR-re-
lated journal papers," Korean Journal of Remote Sensing,
vol. 22, no. 2, pp. 153-174, Apr. 2006.

[5] R. S. Harmess, M. C. Budge, "A study on SAR noise
jamming and false target insertion,”" in IEEE Southeast-
con 2014, Lexington, KY, Mar. 2014, pp. 1-8.

[6] W. Ye, H. Ruan, S. Zhang, and L. Yan, "Study of noise
jamming based on convolution modulation to SAR," in
2010 International Conference on Computer, Mechatronics,
Control and Electronic Engineering, Changchun, Aug.
2010, pp. 169-172.

[7] F. Zhou, B. Zhao, M. Tao, X. Bai, B. Chen, and G. Sun,
"A large scene deceptive jamming method for space-
bome SAR," IEEE Transactions on Geoscience and Remote

o A ¥ [EFFIEL A

https:/orcid.org/0000-0001-7112-1318

20199 29: 33
st} (FAh

20219 29 ISt AR 3
st (F3H4Ah

— 20219 39 ~8A): Tty Ax)

A7) 4_31—4. H]-}\].J,].XA
-_~

£0}] SAR/ISAR, SAR A%, @l°]
g Als A, 4F *J*J

ol

ti AAA T

J

_‘,
il

832

Sensing, vol. 51, no. 8, pp. 4486-4495, Aug. 2013.

[8] S. Long, Z. Hong-rong, T. Yue-Sheng, and Z. Chang-
Yao, "Research on deceptive jamming technologies against
SAR," in 2009 2nd Asian-Pacific Conference on Synthet-
ic Aperture Radar, Xi’an, Oct. 2009, pp. 521-525.

[9] K. M. Lee, I. H. Lee, S. G. Hong, Y. L Jeon, L. S. Na,
and K. T. Kim, "Analysis of the requirements for effec-
tive satellite-borne SAR deceptive jamming," Journal of
Korean Institute of Electromagnetic Engineering and Sci-
ence, vol. 33, no. 2, pp. 146-159, Feb. 2022.

[10] G. Turin, "An introduction to matched filters," IRE
Transactions on Information Theory, vol. 6, no. 3, pp.
311-329, Jun. 1960.

[11] F. Zhou, B. Zhao, M. Tao, X. Bai, B. Chen, and G.
Sun, "A large scene deceptive jamming method for
space-borne SAR," [EEE Transactions on Geoscience
and Remote Sensing, vol. 51, no. 8, pp. 4486-4495,
Aug. 2013.

[12] Q. Sun, T. Shu, K. B. Yu, and W. Yu, "Efficient de-
ceptive jamming method of static and moving targets
against SAR," [EEE Sensors Journal, vol. 18, no. 9, pp.
3610-3618, May 2018.

[13] Q. Sun, T. Shu, K. B. Yu, and W. Yu, "A novel de-
ceptive jamming method against two-channel SAR-
GMTI based on two jammers," IEEE Sensors Journal,
vol. 19, no. 14, pp. 5600-5610, Jul. 2019.

o 7 W [EFFIhsteaA)
https://orcid.org/0000-0002-1999-5242
2018 249: oFF it Aot (8
Ah
- 2020 2¥: ¥y AUy AAATF
$ & o~ 83} (Z844)
N 04 3924 zgESaRE A

‘!. TR g
[F ZAI20H SAR/ISAR 2 #Holth A3

NS



2 R (g /A AL

https://orcid.org/0000-0002-4359-7324

2022\ 29 Fath skl Ak st (
/\})

20223 39 ~&A): TdEHYS Y AR
7158k AArY

ZF HAE0H SAR/ISAR 2 #Holth A s
2k

s}
of

-
ol

oo F [ TaAYAT

https://orcid.org/0000-0001-7152-1442

19931 24: AJd-dd gl 471583 (¥
W

i“i*})

20179 29: ZPoeta Ao ah(Z st
HRAL)

fL 19971 2—?aﬂ~§4_zﬂ: FHSAFL Fo)

k%)

I L SR ESE DR

https://orcid.org/0000-0002-6096-3920

2007d 2€: =y )ed AatetE (7
shupah)

19979 29 ~&A: A 7a A

27 d [EFTANHTATS
https://orcid.org/0000-0003-1200-5282

1994 29 3y Aty A7) F
BENCEA)
19961d 29Y: ety A7 F

REACRER))
1999\ 29 FAU Sty HAH7F
St (391

2002 3¥~2011d 29Y: gdfdw A

S

I A
2011 39 ~AA: 2t sty AA71 5 A
20129 99~20179 129: Ho|tWIR 24498 SstdFA4%
2018 19 ~AA: FAHA A7 eA+AE A
20199 49 ~3AAY: 2D G o]

11
z
>4
an,
3
4
B
o
o3

2020 11€~EA): ZA =1 %Jﬂ% AT AE A
[ ZHAZ20f] goltt Alg Ay 2 )\]- Fojth T2 B
uHE/_?_]_}‘lL /_ﬁ_xl-ﬂ-rx]oﬁéj 1;_1 RCS ﬁ;ﬁ

833



